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Introduction Methodology

With the scope of Machine Learning increasing, Random Probing Under Constraints

It becomes necessary to check for the security It is quite common that we derive the data from natural phenomena and each of the feature value
Issues that can arise when applying a machine thus recorded lies under a minimum and maximum value. We hypothesize that exploiting this range
learning model to a given problem. to generate random data can bolster the performance of our white box even in high dimensions.

In this experiment we, for the first time, probe Example: Considering the Iris dataset, the sepal width and sepal length may well be under some
into the security vulnerabilities of machine iIn- specific range.

telligence. Some simple experiments reveal
that we can clone parametric models without
necessitating access to the training data. We
hope our findings will trigger research towards
blocking the security loopholes in learning algo-
rithms.

Figures and Tables

Original Dataset Random Dataset with Constraints

wn
o

5.0

=
Ln
T

4.5 b

4.0 |-

] ]
e o8

] [ ]

3.5 (T Yy [ ]

*® & Se9 @ o

& *ffe

..

L)

®
° {é_'
? a'i‘ o

Motivation

t."
g
RGe’
"
g
e

LR
e o9 L] o o =]
* o0 e o

pal width (cm)
>
®
® oot
% o
& M AL
o
©
2
[ ]
4
oS,
%ﬂ

sepal width (cm)

Data Algorithm 50 ee " ese o 0o 06 oo

o n ' Q _
1 - L] o
a ee oo0e © © v 1 " “Fﬂfn ?‘”e% &“ %%i
100011101000000101000110111010 o o e o h L N 000%® B,.° @ oo
10WIQ01111011100000011111001101 )0 e e o o "‘.. ﬁo";‘ ee o cb%% =] g Se
1000 $110111110101001110000, 00 e 00 i - o e g |
111111 0011011100101011 0010 25 F o oo e 1 : o°
100111 TN 11110010 g 0110110 K 90" o
010000110 100110000 00100010000
0101011100110 0] #1110100010111 d %‘J
001000010101100 001000010011110 X 2ol o | ok o o® o8 o go® |
0111010011111104 010101010111100 .
100010000101 158
0100100001041 0111100 0001010000
tl 01 11;1111nni:2?03n1- uﬁ1gigc 1.5 | | j | | 1.5 . : ' ' ! :
011024#110110110100010001011 TWgR1 101 4.0 4.5 5.0 5.5 6.0 6.5 7.0 7.5 4.0 4.5 5.0 5.3 6.0 6.5 1.0 1.5
01 0000011001100011001000100 0 SEpaI |E‘|"'Igth {EI"T'I} Sepa| |Ength {cm}

J101010100010011100101010101111

ai‘ﬂ:ﬂ%'
oo 03
o @gl
& 88
O
s
A
o B
Fo
L §

[
o
Q

_ _ _ Fig. 1: Iris Dataset in Two Dimensions (a) Original dataset (b) Randomly generated data under constraints
» Exploring Intelligence Hacking.

Original Dataset Random Dataset with Constraints
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data or parameters of the learned function. SRRV
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Fig. 2: Make Moons Dataset in Two Dimensions (a) Original dataset (b) Randomly generated data under
constraints

Algorithm

Algorithm 1: Algorithm for cloning model
using random data under constraints Dataset Used Number of Features Black Box Accuracy White Box Accuracy

Data: blackbox , whitebox, number of Make Moons 2 0.95 0.95

features, number of samples, range Heart 9 0.69 0.66

of features Bridges 29 0.91 0.90

Result: a cloned model Breast Cancer 30 0.62 0.61

1 data = array of zeros of size [number of Census 107 0.76 0.75

features, number of samples];

for each feature in the data do Table 1: Performance of Neural Network as Black Box and White Box model on different Datasets

feature = uniform distribution under
constraints(range of feature);

label = blackbox.predict(data); Dataset Number of Features Black Box Accuracy White Box Accuracy
whitebox.fit(data, label); Make Moons 2 0.99 0.99
/I Checking the performance of the Heart g 0.96 0.70
whitebox on original data Bridges 2le 0.93 0.65
print whitebox.score(original data, Breast Cancer 30 0.94 0.45
original labels); Census 107 0.84 0.74

Table 2: Performance of Random Forests as Black Box and White Box model on different Datasets

Datasets

Conclusion

» We analyse the cloning procedure and its accuracy using different datasets of varying dimen-
lonality and sizes.

Breast Cancer slona . . .

Heart Disease » Ability to learn without data, and without model detalls.

Adult Census » Successfully able to mimic parametric models, results still vary for non-parametric models.

Pittsburgh Bridges Can we clone a Machine Learning Model? Yes
Abalone But can we clone all Machine Learning Models? NO
Car Evaluation > Attempting to classify Machine Learning Models on whether they can be cloned or not.

Source: UCI Machine Learning Repository
Iris
Make Moons
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